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Development of Privacy Protection Infrastructure
for Ubiquitous Information Society

Mookyung Jang - Ji-Won Choi - Jieun Lee

For recent several years, much effort has taken to develop technological
infrastructure of ubiquitous information society in South Korea. Local
governments including Metropolitan Seoul are interested specially in finding
opportunities to bring the technological investment to one-step upgrade in
terms of citizen's life style as well as their living standards. While safety and
reliability are important characteristics to successfully deploy the services
within the boundary of a city, socio-legal issues such as protection of privacy
information have not received the attention that they deserve. These issues
should be dealt with sufficiently from an initial stage of the implementation of
ubiquitous services because illegal gathering and use of privacy information
may reduce the affirmative results of ubiquitous computing. In this report, we
try to classify the security problems to be faced in ubiquitous information
society and prescribe privacy guidelines that ubiquitous information services

should meset.

The threat to privacy in the ubiquitous information society is caused by a
fact that privacy information may be collected, analysed, and duplicated
without information owner's approval. Moreover, it is nearly impossible for an
individual to have a complete understanding about what information is
collected and why it is collected. In this study, to analyse present state of
privacy protection, security problems are classified according to a framework
consisting of the following three categories : technical, legal, and social

perspectives.



When developing privacy protection guidelines, two important aspects
should be considered : (a) most ubiquitous services are designed to provide
personalized information to each individual (context-awareness), and to do
this, (b) all the information collected should be stored at an integrated
information center. To reveal the effects of these aspects, this study also
tackles an issue of how the privacy protection guidelines are developed.
Though this study fails to present complete answer about the question, we
found that intelligent control theory can be used as an analysis viewpoint to
extract behavioral patterns of ubiquitous services in terms of privacy

information flow.
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